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: Objectives

In this session you will ...
Learn how to grant access to data on various levels of detail

Find out how the new analysis authorizations compare to the old
concept based on authorization objects

Understand the new options for defining authorizations
See a demonstration of the new functionality
Hear about migration tools

Take away information about the latest monitoring and auditing
capabilities for security settings
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Infrastructure Security

SAP NetWeaver Security

Secure User Access

Secure Collaboration
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: SAP NetWeaver Roles and Authorizations 101

Application Security
Based on concept
Users are assigned to roles
Roles contain authorizations

Authorizations are defined for
mﬂ[composne cold The system checks authorization objects against the
] authorizations of the user
| 1 Single Role

I — Auth. Auth._ Field
A ) —1:10 }—
= uthorization| ™ piect { with Values

: L - - _—
Generated Generated | | Auth. . Auth. Field
Profile Auth. Object with Values |

. S Auth. Auth. Field
*‘Slngle Rnlel %uthonzatlon . I - :
|> Object | with Values | =S ﬁ""—
| Composite |
Profile

| |'I|'|:n ] ; .
Manual L | Auth. | mmm1 | Auth. Field
Profile Authorization Object | U7 with Values

Manual - —1 | Auth. | Auth_ Field
e - 1:10|—
Profile Authorizalion™  opject _‘—l with Values
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: Comparison of OLTP and OLAP Security Needs

Security Needs in mySAP ERP (OLTP)
Transaction-based security

Driven by:
¢ Transaction codes
¢ Specific field values
¢ Which activities a user can perform

Focused on getting daily work completed as quickly and efficiently
as possible

Security Needs in SAP NetWeaver Bl (OLAP)
Analysis-based security

Driven by:
¢ InfoProviders
¢ Queries
¢ Data

Different business purpose and goals than OLTP
Focused on displaying, planning, and analyzing data
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: Terminology

Standard Authorizations
Based on standard role and authorization concept of SAP
Was and still are used for Bl administrator and developer activities

Reporting Authorizations
Old security concept up to SAP NetWeaver '04 (up to SAP BW 3.5)
Control for which data a user has access to in a query

Realized through the standard authorization concept, which
has many limitations

Analysis Authorizations
New security concept as of SAP NetWeaver 2004s

Is not based on standard authorization concept in order to
overcome the limitations

Takes features of reporting and analysis in Bl into consideration
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Scenario: Sufficient Authorizations

W Complete selection is subset of
authorizations

» Query results will be shown Query
Selection

Scenario: Insufficient Authorizations

W Complete or part of selection
IS outside of authorizations

» Query results will not be
shown at all
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: Introduction to Analysis Authorizations (cont.)

Display hierarchies are automatically filtered
by the authorization

Key figure values are not displayed if the key figure
Is not authorized
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. Authorization Levels

Access Can Be Restricted by Authorizations ...

® On InfoCube Level
= On Characteristic Level ™ On Characteristic Level

Data Analysis Graphical display Information Informatien B

® On Characteristic Value Level o

Savem‘ - ptions and Conditions| Notes| Exportto Excel| Exportto CSV|

Cost of sales |DB 1 DB 1 (%)

. On Key Figure Level E 5‘791 EUR| 15835EUR| 12956 EUR 450 %

Z1SEUR| 13,32BEUR| 13487 EUR 50.3 %

24 761 EUR| 14180 EUR| 10,581 EUR 427 %
smewe 6w ‘ : ‘

. 20927EUR| 12,128EUR| B799EUR| 420%
. On HIerarCh NOde Level 20262EUR| 11874EUR| B28BEUR|  40.9%
y ndustry sector || B, %2 920SEUR| 0841EUR| 9263EUR| 482%

B 58 S138EUR| 7,344EUR| 10792EUR| 595%
7503EUR| 12,440EUR| 5062EUR| 280%
7031EUR| 11,788EUR| S5245EUR| 308%
5312EUR| 11750EUR| 4553EUR| 2790%
5231 EUR| 11634EUR| 4597EUR| 283 %
5192EUR| 3527EUR| 12665EUR| 782%
282 EUR | 249,394 EUR | 212,888 EUR | 46.4 % MIX

@ On Characteristic Value Level @ On Key Figure Level

Data Analysis phical dizplay Information Information B i Data Analysis hical display Information Information B
Top customers (Drag&Relate) Validity of Data: 10.02.2005 15:54:11 Top customers (Drag&Relate) Walidity of Data: 10.02.2005 15:54:11
Save View| | \Variable Screen| and | Notes| Export to Excel| Exportto €5V Save View | | Wariable Screen| ¢ and | Motes| Export to Excel| Exportto c5v|

Sold-to party Sales Cost of sales | DB 1 DB 1 (%) Sold-to party DB 1 (%)
Sold-to party B, Elektromarkt Bamby & 28791 EUR| 15835EUR| 12956EUR|  450% Sold-to party Elektromarkt Bamby & E0Yy
J&P @ 26,315EUR| 13328EUR| 13487FUR| 503% 18P & 503 %
WMotomarkt Stutigart GmbH & | 24,761 EUR| 14180EUR| 105SB1EUR|  427% 127%
s Eo— i e
Lampen-Markt GmbH & 20,927 EUR| 1212BEUR| 8799 EUR 42.0 % Lampen-Markt GmbH & 8799 EUR 420%
Christal Clear ® 20,262EUR| 11874EUR| & 288ELR 40.9 % Chriztal Clear & 8,283 EUR 409 %
Industry sector B Motor Sports & 19205EUR| 9941EUR| 9263EUR|  4B2% industry s=ctor Motor Sports & 9263EUR|  482%
B @

Motomarkt Heidelberg GmbH -3 3 10,792 EUR 505%
SudaTech GmbH @ 5062EUR| 289 %
Karsson High Tech Markt & 5,245 EUR 308%

Karszon High Tech Markt & 17,031 EUR| 11,7BEEUR| 5245EUR 30.8%

HTG K GmbH & 16,312EUR| 11,7S8EUR| 4,553EUR 279% HTG K GmbH 4,553 EUR 279 %
N.IC. High Tech @ 16,231 EUR| 11634EUR| 4,597EUR 28.3% N.LC. High Tech @ 4,557 EUR 283%
Carbor GmbH & 16,192 EUR| 3,527 EUR| 12,865EUR 782% Carbor GmbH & 12,685 EUR 782%
Overall Result 462,282 EUR | 249,394 EUR | 212,888 EUR | 46.4 % MIX Overall Result 462 282 EUR 12,888 EUR | 46.4 % MIX
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: Comparing Authorization Concepts

<=SAP BW 3.x

Technical Foundation

Maintenance

Number of InfoObjects

Navigational Attributes

Hierarchy Authorizations

Composition of
Authorizations

Authorization Relevance

Validity

InfoProvider Authorizations

© SAP AG 2006, 13

Authorization objects

Not changeable
afterwards

Ten InfoObjects

Only on global basis

Via GUID and
OTCTAUTHH

Only intersection of auth.

objects permitted

Per InfoObject AND
InfoCube

Tied to role only

Separate authorization
objects (S_RS *)




: Comparing Authorization Concepts (cont.)

<=SAP BW 3.x

SAP NetWeaver 2004s

Technical Foundation

Maintenance

Number of InfoObjects

Navigational Attributes

Hierarchy Authorizations

Composition of
Authorizations

Authorization Relevance
Validity

InfoProvider Authorizations
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Authorization objects

Not changeable
afterwards

Ten InfoObjects

Only on global basis

Via GUID and
OTCTAUTHH

Only intersection of auth.

objects permitted

Per InfoObject AND
InfoCube

Tied to role only

Separate authorization
objects (S_RS *)

Analysis authorization

Changeable

Number of InfoObjects
not limited

Individually

Equivalent to value
authorizations

Union “as expected”
Only InfoObject setting
Flexible per authorization

Included in authorization

SAPd



: Comparing Authorization Concepts (cont.)

Please see the appendix on your take-home CD
for a detailed comparison
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: Steps of Authorization Maintenance

Follow these steps to create your authorizations
InfoObject Maintenance (RSD1):
Define Authorization-Relevant Characteristics

Define Authorization-Relevant Attributes

Management of Analysis Authorizations (RSECADMIN):

Authorize Characteristic Values
Authorize Attribute Values

Authorize Hierarchies

Add Special Authorization Characteristics
Add Key Figure Authorizations

Add Variables in Authorizations

© SAP AG 2006, 17



Business Content for Authorizations

Before you get started, here are some tips:

Activate all Business Content related to authorizations before
you get started

¢ InfoObjects: OTCA* (and OTCT* if not done already)
¢ InfoCubes: OTCA*

Set the following InfoObjects as “authorization-relevant”

'S OTCAA CTVT Data Warehousing Workbench: Business Content
|1 E[2]| 2 petets |48 .2 cTo|[B| [ BEx | omect changeabilty |

‘ OTCAl PROV mdlzhiug | Imll}ﬁl |®Gr0upingal 1 Install'ul CoHectmnModeEl DisplayElHﬁ]l[}ﬁl@lll%lElﬁ
Administration | Al Objects Accordingto [T ] Collected ohjects [_Im s [ [Technical name [Elevated o [Bc_Jco_[Last_ JPersonr |
Transport Connecll b € Inforrea ARE[+] | b @ Change Document Analysis Author [ @ OTCA_HIE 7.0, 18.01... SAP
’ OTCAVA L I D MI b @ Application APcz I @ Change Document Authorizations [ @ OTCA_UA SAP
[ é‘.g Infadhbject Catalog  10BY [ ﬁ Change Document Analysis Author [ @ OTCA VAL 7.00. 18.01.... SAP
MI I @ Role ACC @Actiwwm Analysis Authorizations  [] @ OTCAACTVT 7.0, 16.02... SAP
‘ OTCA K Y F N M ¥ Workhook KLY ZE Mumber of Authorization Recards ] @ O0TCACOUNT 700 18.01.... S5AP
@ InfaPraviders bl E Guery Elements ELE [ ﬁ Infofrea for Analysis Authorizations [ @ OTCAIFAREA 7.0/ 01.03... SAP
2 InfoObiects by I ¢ InfoSet Query AL > & Authorizations for InfoP rovider O @ OTCAIPROY 705 1B.02.. BAP
P @ Crystal Report CRY @ Key Figure in Analysis Authorization [ @ OTCAKYFMM 7.00.. 16.06.... SAP
A d d OTCA I FA R EA aS @ Infogources by [ [5] web Template (For TMF A puthorizations Language O @ UTCALANG 22.09... BAP
@ Roles [ ﬁ] ‘Web Itern (Farmat S TEN ﬂ Language of Autharization Texts O @ OTCALANGL 22.09... SAP
- Object Tynes [ % Query View QW @ Change Type Analysis Authorizatior [] @ O0TCARECMODE 7.00. 18.01.... SAP
an eXt e r n al h | e r ar C h y - b ®g BExiWeh Template BTN B Texts Load Authorizations 0 @ OTCATHTLG 22.00... SAP
Obiects BW Il 1, [l pexivebtiem  BITH || &2 Tests Load Authorizations O @ OTCATHTMD 2200, SAP
. - 55 Transport Rea ||l b g Enterprise Report FERE, | A Texts Load Authorizations O @ OTCATXTEH 2200 SAP
C h ar acter | Stl C to & Packages b () Enterprise Repot ERF_| | b 47 validity of an Authorization O @ OTCAYALID 706 16.02.. SAP
b & Broadeast Setting  BRE
b & MultiProvider MPF
OINFOPROV
40» Select Objects
& Change Docum 07CH
& Change Docum 0TCH
€ Change Docum 0TC
b & Agoregate AGC
P &3 Infoget ISE]
I B, ClagsicInfoSet  AGE
= /& Infoohkject [el:A8
[ D] 40» Select Objects 2l
Translation | Iy FEl Natalinre Mhiect AR
Wetadata Repusiinl [ K I I RR|Y |T||TH‘ LI A1
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1. Authorization-Relevant Characteristics

Before restricting
authorizations on
characteristics, you
have to mark them as
authorization-relevant

© SAP AG 2006, 19

Change Characteristic 0D_SALE_ORG: Detail

DDDDIIE‘@J“N Maintain” Logs...||fﬂ Metadata

|T:g I%‘u’ersion Comparison Elll | [ I Eé}||| Business Content Ell

Characteristic

OD_SALE_ORG

Long description

|Sa|es QOrganization (SAP Demo)

Short description

|Sa|es organization |

Version S |Revised

Bl Mot saved

Object Status

Business Explorer

M Active, exacutable

O Masterdataftests , O Hierarchy . O Afribute |, |’

General settings |l|

Display | Key and Text ] E‘.

Text Type Default ped|

BEx description Short description bed]

Selection | Mo Selection Restriction =]

Query Def. Filter Value Selection |Va|uesinru1asterData Tahle E||

CQuery Execution Filter Val. Selectn |Only Fosted Values for Navigation E||

Base Unit of Measure |—|

Units of Measure for Char. | ||D| |

ANTENCY dLTRULE |—|

Wikitoriionkeieian

BEx Map

Geographical type | Static geo-characteristic =]

Geographical attribute |
Upload Shapefiles Geo Data Download (Everything) —

Edit shape files GeoData Download (Delta) %

InfoObject Maintenance (Transaction RSD1)
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: 2. Authorizing Navigational Attributes

If you want to grant
authorizations on
navigational attributes,
mark them in the
attribute tab strip as
authorization-relevant

© SAP AG 2006, 20

Change Characteristic 0D_SALE_ORG: Detail

DI:H:H:' m@ |[=] Maintain || Logs... ||ﬂ Metadata

|'Eg I%‘u’ersinn Comparisan &) || | = I n;—'>||| Business Content El

Characteristic A0_SALE_ORG
Long description Sales COrganization (SAP Demao)
Short description Sales organization
Version @ |Active El | Saved
Ohject Status ﬁ Active, executable
./ Business Explorer . [0 Master dataftets | O Hierarchy T Com [«
ggl | Assigned DataSource Aftributes I | Mavigation Attribute InfoProvider |
Attributes: DetailiNavigation Attributes 4‘
Attribute | |Lnng description |T].r. |Ti |Dr M| |Aut |T |Na'u'igatinn att. des
BD COUNTRY | g Country (SAP Demo)  NAY [J1 [%f [v] | I Country (SAP Demc[<]
B 06 (%] ]
| Do [
Op [+ B
B 0o [
Op [+

InfoObject Maintenance (Transaction RSD1)



3. Authorizing Characteristic Values

Management of Analysis Authorizations

Central maintenance
for (analysis)
authorizations/
transaction
RSECADMIN

A group of
users is authorized
only to specific
sales organizations
(e.g., Berlin and
Birmingham)

© SAP AG 2006, 21

_METETENR vser  moas.
| Authorizations
& Maint.
©  Generston_| Maintain Authorizations: Initial Screen
== ranspo
& e | @ Dispiay || Change || [ Create ||[1 Copy || Al Delete || Usage

Authorization PM_SLSORG_B

Maintain Authorizations: PM_SLSORG_B Create

|‘$ Change <-= Display”n;i) Usage || Inforrnation |

Authorization: PM_SLSORG_B Last Changed: PETERA 28 .04 2005(14:35:40
Description: Sales Org B

Medium Text: Sales Org Berlin & Birmingham

Lang Text: Sales Org Berlin & Birmingham

EIE EIECI & Details |

Auth. Structure
| Charact/Dimensions |Inter |Tria |
[+]

- -




. 3. Authorizing Characteristic Values (cont.)

A group of users is
authorized only to
specific sales
organizations
(e.g., Berlin and
Birmingham)

Charact/Dimensions

0D SALE ORG

Maintain Authorizations: PM_SLSORG_B Create

|‘? Change == Displa].an;—'» Usage || Infarmation |

Authorization: |PM_SLSORG_B |
Description: Sales Org B |
Charact. \8D_SALE_ORG

WValue Auths.

BEE & EED G
| |Q |Technical Character. (from) Technical Charact. Value (to)
I EQ_ 1514 <«— (Berlin) 5 [+]
I |EQ|[1554 <+— (Birmingham) ﬁ

rd

Possible Values
W EQ: Single value
@ BT:. Range of values
@ CP: Contains (simple) patterns ending with * (e.g., XY*)

© SAP AG 2006, 22
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: Special Authorization Value

* (asterisk)
Denotes a set of arbitrary characters
Used alone to grant access to
Used at the end of a value to specify a simple pattern (example: SAP?*)

. (colon)

Allows access only to (e.g., allows information on all
sales areas only on aggregated level — not on particular sales areas)

+ (plus)
Denotes exactly one character

Used at the end of a value to specify a simple pattern (example: RED+)
Used to specify (only for Validity (OTCAVALID))

# (hash)
Stands for the

© SAP AG 2006, 23 w



: 4. Authorizing Navigational Attributes

& [EED] 5% | Details

Auth. Structure

Charact/Dimensions |Inter'u'als |Triang

B0 SALE ORG L] 4
[ |oD SALE ORG D COUNTRY| u

Navigational Attributes
Can be assigned individually ~

Tip: The referencing -
characteristic o
(here: OD_SALE_ORG) does
not need to be |
authorization-relevant =

[alnf=]

(][]
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: 5. Authorizing Hierarchies

In the same way as with
value authorization,
you can also grant
authorizations on
hierarchy levels

Assume you’ll have a
sales organization
as depicted

© SAP AG 2006, 25

Hierarchy 'Sales Organisation’' Change: 'Modified Version'

(B[P st] 1 |

MMaintain Level I

Hierarchy Attributes |I|ﬁ|5{EI|| | |||[=]Iﬁ||

|§|I [(Text Node I [ Characteristic Modes I [1'sales organization’ I Interval I i} ||| Crd I il |I|% I Eg |

Sales Crganisation

=~ 4= Global Sales

= Y Americas
= I USA
& Mew York
& San Francisco

& Ninois

M Colorado

M Maska

= &Y Canada
& Toronto
M vancouver
= ] Europe
= {3 United Kingdom
& London
M Birmingham
= & France
& Paris
& Marseille

& Grenoble
= &3 Germany
K7 Frankfurt

M Berlin
A& Munich

& Hamburg



: 5. Authorizing Hierarchies (cont.)

Maintain Authorizations: PM_SLSORG_B Create

|‘? Change =-= Display ||n§> Usage || Infarmation |

Authorization: PM_SLSORG B
Description: Sales Org B
Charact. BD_SALE_ORG

Now you grant
access fO r th e Walue Auths. Hierarchy Authorizations

complete Americas
d I!.I ?Iél E.ll] Create ||§| Details
and France Hierarchy Node
Hierarchy Mame |Technica| Mode Mame |T1,r |Hi |Ar
_l.“.“. SALE.OBE =AM o | E[El
| ||Pr_sALE_ore PM_FRANCE 1 [ [~]
II:UMaintain Authorizations: PM_SLS0ORG_B Create
Definition of Hierarchy Authorization
You can also
Hierarchy PM_SALE_ORG/99991231//0D_SALE_ORG ._ﬁ .
Nodes PM_FRANCE ey use variables to
flexibly and
Type of Autharization 1 d namica”
subtree Below Nodes y . y
Hierarchy Level ] determ|ne
Validity Period hierarchy
Mame, Version Identical and Key Date Less Than or Equal to
nodes

Sapd
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: 5. Authorizing Hierarchies (cont.)

III?Maintain Authorizations: PM_SL30ORG_B Create

Definition of Hierarchy Authorization

Hierarchy PM_SALE_ORG/99991231//0D_SALE_ORG
Modes PM_FRANCE
Type of Authorization 1

Subtree Below Nodes

Hierarchy Level A

Walidity Period

Mame, Version Idertical and Key Date Less Than or Equal to

Type of Authorization

Only the selected nodes

Subtree below nodes

Subtree below nodes to level (incl.)
Complete hierarchy

Subtree below nodes to - Use case: Hierarchies
(and including) level (relative) that happen to be

restructured regularly
© SAP AG 2006, 27 w



: 5. Authorizing Hierarchies (cont.)

III?Maintain Authorizations: PM_SL30ORG_B Create

Definition of Hierarchy Authorization

Hierarchy PM_SALE_ORG/99991231//0D_SALE_ORG
Modes PM_FRANCE
Type of Authorization 1

Subtree Below Nodes

Hierarchy Level A

Walidity Period

Mame, Version Identical and Key Date Less Than or Equal to

Validity Range

Which authorization hierarchy is checked against the currently
used hierarchy (strictness of check)?

Name, Version ldentical, and Key Date Less Than or Equal to
Name and Version ldentical

Name ldentical

All Hierarchies

Try to be as strict as possible!
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: 6. Special Authorization Characteristics

Authorizations on Special Characteristics

Some special characteristics can be included in an authorization.
Note: They must not be included in queries!

These special characteristics must be assigned to a user in at least one
authorization
InfoProvider

Validity
Activit Maintain Authorizations: PM_SLSORG_B Edit
ctivity B .

|‘? Change =-= Display”nf}) Usage || Information |
Authorization: PM_SLS0RG_B Last Changed: PETERA 20 .04 .2005(15:51:34
Description: Bales Qrg B
Medium Text: Sales Org Berlin & Birmingham
Long Text: Sales Org Berlin & Birmingham

Insert special

CharaCterIStICS Charact/.Dimensions |Imer |Tria |
3D SALE ORG [l & [«
| |oTcaacTvT 9] [+]

| |eTcarprov o

| |eTCAVALID o
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: 6. Special Authorization Characteristics (cont.)

It is not technically necessary to include these special
characteristics in every authorization, but it is considered a
best practice in order to retain clarity

© SAP AG 2006, 30



. Special Authorization Characteristics (cont.)

Grant authorization to particular InfoProviders

Technical name: OTCAIPROV

Possible values:
Single value (EQ) One InfoProvider

Range (BT) Range of InfoProviders

Pattern (CP) Selection of InfoProviders (e.g., 0SD_*)

Hierarchy node Selection of InfoProviders based on InfoArea hierarchy
Default

* All InfoProviders

Maintain Authorizations: TMB_AUTH Create

|G? Change == Display ||:§—'> Usage || Information |

Authorization: THE_AUTH
Description: Special Fields
Charact. OTCAIPROY

m Hierarchy Authorizations

vla BED Bl

Single Intervals

[E Jo_[Technical character. (romy Technical Gharact. Value fta) |
I E0 [oFisL_cot| (=
I BT 0sD_ci1 0SD_C13
I P Dom =
[+]
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: 6. Special Authorization Characteristics (cont.)

Define when authorizations are valid or not valid

Technical name: OTCAVALID
Possible values

Include (I) Grant authorization
Exclude (E) Deny authorization
Single value (EQ) Exactly one date
Range (BT) Range of dates

Less or Equal (LE) Everything <= value in FROM field

Greater Than (GT) Everything > value in FROM field

Greater or Equal (GE) Everything >=value in FROM field

Less Than (LT) Everything < value in FROM field

Pattern (CP) Selection of dates
+ (plus) denotes exactly one character (e.g., 01.++.2005 until 10.++.2005:
allows access only the first 10 days of each month in 2005)

Default
* Always valid

Exclude (E), special ranges (LE, GT, GE, LT), and the plus pattern (+)
work ONLY for this special characteristic!
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: 6. Special Authorization Characteristics (cont.)

Activity
Grant authorization to different activities

Technical name: OTCAACTVT
Possible values:

02 Change data (for example, for business planning)
03 Display data

Default
03 Display data

Maintain Authorizations: TMB_AUTH Create

|‘W Change =-= Displav”:é) Usage || Infarrmation |

Autharization: THE_AUTH
Diescription: Special Fields
Charact. OTCABCTYT

m Hierarchy Authorizations

BE Flal BE{D (&l

Single Intervals

=l |O |Teu:hniu:a| Character. (fram) |Teu:hniu:a| Charact. Value (to)
I EQ 02
I ED og

LB E
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: 7. Key Figure Authorizations

Grant authorization to particular key figures

Technical name: 0OTCAKYFNM

Possible values
Single value (EQ) Exactly one key figure

Range (BT) Selection of key figures

Pattern (CP) Selection of key figures based on pattern
Default

* All key figures

If a particular key figure is defined as authorization-relevant, it will
be checked for every InfoProvider
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8. Variables in Authorizations

Variables of Type “Customer EXit”
For value and/or hierarchy authorizations
Determined during query runtime using custom code

Example: Determine sales organization from assignments of the
user master data

Maintain Authorizations: PM_SLSORG_B Edit ABAP Editor: Display Include ZXRSRU01
2 20872 3 =10 3| = P =4 0 5| s

|‘2‘ Change == Display”n%» Usage || Infarmation |
Include |xRsRUE1 | Active

Autharization: [PM_SLSORG_B | I S = [ ) [

Description: [pales org B | e R .
*& Include IXRERUGT
Charact. |aD_SALE_ORG A m o el

DATA: LE_RANGE TYPE RSR_S_RANGESID
data: 1_s_range type rsr_s_rangesid

Hierarchy Authorizations
1_date2 1ike sy-datum,

1_factorydate 1ike SCAL-FACDATE.

data: 1_s_datastate type rsmdatastate,
1_s_reg type /biB/srequid,
1_s_done type rsreqdone,
1_s_pack type rsldpiot.

|I IO ITechnicaI Character. (from) ITechnicaI Charact. Value (to) I

u:[ ED 1514

T Ed 1054
l:‘l EQ [$PMYV_SORG

CASE I_WNAM
WHEN 'DEMOG1 " .

LS_RANGE-SIGN = 'T'
LS_RANGE-OPT = 'EQ'
LS_RANGE-LOW = 'LINEGG1".
LS_RANGE-KEYFL = 'X'

—__1bIE

= —
APPEND LS_RANGE TO E_T_RANGE.
l |S e e n h an C e m e n t R S ROOOO 1 * Variable zum bestimmen der Kalenderwoche aus InfoPaketnamen
* bzw. aus RSMDATASTATE -> Qualoktimestamp
* Ist jetzt Merkmalsunabhangig. Obs bei 0DE funktioniert???

WHEN 'P_VWEEK" .

(transaction CMOD) for the Rt

select single * from rsmdatastate into 1_s_datastate
where infocube = i_s_cob_pro-infoprov

necessary coding
THE BEST-RUN BUSINESSES RUN SAP w
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: Steps for Generating Authorizations

Follow these steps to generate authorizations automatically:
Data Warehouse Workbench (RSA1):
Activate Business Content
Load DataStore Objects
Management of Analysis Authorizations (RSECADMIN):
Generate Authorizations

View Generation Log

Especially with high user counts or very detailed
authorizations, generating authorizations will save a lot of
manual work
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: 1. Activate Business Content

Business Content for Authorizations

SAP delivers Business Content for storing authorizations and user
assignment of authorizations

Human Resources (HR)

2hj. Mame TELnng Description

OTCA_DS01  Template for QDS with Authorization Data {falues)
OTCA_DS02  Template for QDS with Autharization Data (Hierarchy)
OTCA_DS03  Template for ODS with Description Text Authorizations
OTCA_DS04  Template for ODS with Assionment of Ulser Authaorization
OTCA_DS05  Template for ODS for Generating Lsers for Authorizations

E]E]E]E]E”E

Controlling (CO)
_EDIEIJ Mame ELnng Description

OccA 001 Co-0M-CCA Liser Authorizations (Single YWalues)
ﬁ OCcA_ 002  CoO-OM-CCA: User Authorizations (Hierarchy Modes)
fEdl OCCA 003 CO-OM-CCA Userfor Reparting
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: 2. Load DataStore Objects

DataStore Objects for Authorizations
Fill the DataStore objects with the user data and authorizations
Extract the data, for example, from an SAP R/3 source system
or
Load the data from a flat file

You might want to add some consistency checks here to avoid
errors during the generation later
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: 3. Generate Authorizations

Generation of Authorizations from DataStore Objects
Start the generation by specifying the relevant DataStore objects

Management of Analysis Authorizations

B inorcaions TTAIAT

Authorizations

Maint. |

| Generation |

Generating Authorizations in Bl from Data in the InfoProviders

= Transport |

05 Ohjects with Autharization Data far:
Flat Authorizations |[3TE."._DEEI1 [ﬁ%
Hierarchy Autharizations |EITI3.“._D5EIE |
Authorization Texts \BTCA_DS03 |
Authorized Lser Assignment |EITI:P._DEEI4 |
Lserto Be Generated |EITI:P._DEEIE
| Start Generation
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4. View Generation Log

After the generation is complete, you can view a detailed log
First check errors, then also look at warnings

Management of Analysis Authorizations

Authorizations | User V0TS

Analysis Tools

(8 Execution as.. |

Display logs
Igg Error Logs |

|§ Generation Logs | = = =
Date/TimelJser |Numb|Ex‘ternaI D Ohject td Sub-ohjecttext  |Tran Program Mode

[* @ Checking user (existence in the system...) G

[* @ Checking InfoCbjectsfields (existence in the systems...) 2

h = i@ Generation of authorizations 10

[» @ Generationforuser TEST1: 3
[ @ Generation foruser TEST2: 2
@ Generation for user TEST3: 1
@ Generation for user TEST4: 1
@ Generation for user TESTS: 1
@ The generation of the authorization was successful 1

[ @ Assignment of authorizations to users 11
=~ @ 06.10.2004 16:54:58 MUELLERC 16 Bl AS Berechtigun Authorization Geni GENERATE SEU_INT  CL_R30_APIDialog pr
=~ @ Generation of authorizations for DataStore object AUT_DS01, |, 3

=~ @ Reading the authorization data from DataStore object AUT_DS01 2
@ The authorizarion data was read successfully from DataStore ok

[ @ Generation of authorizations for InfoProvider group AUT_DS0 13
[ @ 06.10.2004 16:24.16 MUELLERC 16 Bl AS Berechtigun Authorization Gent GEMERATE SEU_INT CL_RSO_APIDialog pr

[ |E1DEN/ [ L«dl»

BEERE R EREE ERE EEEE E R E R

T],f___IMessage Text
@ Hierarchy OYCA_NC1_HIER_AUTH_22 (version , key date 31.12.9999) does not exist

THE BEST-RUN BUSINESSES RUN SAP w
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: Steps for Assigning Authorizations to Users

Pick one of these options to assign authorizations to users:
Management of Analysis Authorizations (RSECADMIN):
Assign Individual Authorizations
Assign Groups of Authorizations
Role Maintenance (PFCG):

Assign Authorizations to Roles

You can use a combination of these options. If you already
have a role-based infrastructure in place, option 3
will be the best.
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. 1. Assigning Individual Authorizations

Direct Assignment of Authorizations to Users

Management of Analysis Authorizations

W Select a user ID and change
the assignment

User
- | ™ Then insert individual authorizations
Analysis Authorizations MNetWeaver Transactions . .
to the assigned list
ER Assign. | & User Maint. |
L
=% Transport, | I3 Role Maint |
Bl Re ing.lnit Screen Assignment of User Authorizations
|€q” Displiy ||‘4a Change | | ||3 User Maintenance ||@ Role Maintenance |

User |PETERA [=
. A 4
Lz | Assignment of User Authorizations: Edit

|‘? Change == Display ||n§» Usage | J ||3 User Maintenance ||@' Role Maintenance | I | Information

Authorization Selections: User:

Name (techn.) PM_SLSORG_B les Org B Name: \PETERA |
g8 Insert Modes Last Change: | | |@0:00:00|

,_| w
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: 2. Assigning Groups of Authorizations

Assignment of Groups of Authorizations to Users

Assignment of User Authorizations: Edit

|‘2§‘ Change == Display ||n§—'> Usage| ||__i} User Maintenance ||@ Role Maintenancel | Infermation

Authorization Selections:

Mame (techn.) PM_SLS0RG_B [?l]]es Org B

o8

inset  |4A Nodes

User:
MName: PETERA
Last Change:

0o:00:00

llI?f' Select hierarchy nodes

ManualiGenerated From Raoles and Profiles

You can group authorizations into
a hierarchy. Use InfoObject
OTCTAUTH for this hierarchy
(you’ll have to activate the content
objects for this InfoObject).

Then you can assign one or
several authorization groups to

the selected user
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EE
Assigned Authorizations
([Elauth. [short Deser. [origin | [
PPH SLSORG B Sales Org B &M [4]
Bl

Hierarchy

= & All hierarchies

[* £h Subset2
= £ Subsett
> £ AUTH1D
I £ AUTH11
I £ AUTH12
I £ AUTH13
(1] .ﬁ}. Mot Assigned Authorization (Tech) (s)

Continue || Cancel |

Il4]l]

[l




: Special Authorization

Generated Special Authorization: 0BI_ALL
Automatically generated and not changeable

Grants authorizations for all values of all authorization-relevant

characteristics

Adjusted whenever a new InfoObject is set to authorization-relevant

Simple possibility to grant
authorizations to everything
(e.g., viarole — see next slide)
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Assignment of User Authorizations: Edit

|“? Change =-= Disp\a\f”n%l Usage| “3 User Maintenance ||@ Ru\el'u1ainlenance| ‘ Information
Authorization Selections: User:
Mame (techn.) @ MName: PETERA
| Insert N Last Change: 60:00:08
|Origin
| )
@
|| @
AUTH11 @
| [auTH12 [
| |AuTH13 ®
| |auTH14 ®
[ |auTH15 ®
| |AuTH1E ®
| |auTH17 D
[ |AuTH18 D
| auTH19 [
| lauTh2 D
| |AuTHz0 ®
| [puThat @
AUTH22 @




: 3. Assigning Authorizations to Roles

Role Maintenance

Alternatively to the direct assignment, you can also assign
authorizations to roles, which can then be assigned to users

Use authorization object S RS_AUTH for the assignment of

authorizations to roles

Maintain the authorizations as values for field BIAUTH

Management of Analysis Authorizations

Change role: Authorizations

|E; Selection criteria ||E; Manually || Open || Changed || Maintained || Organizational levels... || Infermation

IE?FieId values

i Analys.
Analysiz Authorizations T T T T Maint.: 8 Unmaint. org. levels 0 open fields, Status: Changed
R Assign. ] Iz UserMaint. | PM_AUTH_ROLE Ci0g Authorization role
[Bs  Transpor | #  Roelaint || = COF Manually Business Information Warehouse

= coc@ [& 2 Manually  BI Analysis Authorizations in Role

L

= oCd E. Manually BI Analysis Authorizations in Role

#| ¢” BI Analysis Authorizations: Na *
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Field Name |BIAUTH

Object S_RS_AUTH |BI Analysis Authorizations in Role

[#

Bl Analysis Authorizations: Mame of an Authoriz

Full authorization
Value Intrvl
‘From’ To |
_PM_SLSORG_EI
LAl [«[»]
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: Steps for Monitoring, Auditing, and Testing

Use these tools for monitoring, auditing, and testing authorizations:
Authorization Monitoring

Legal Audit

The improved monitoring capabilities are especially helpful for
production support
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: 1. Authorization Monitoring

Checking Authorizations
Log on with your own user ID (production support role)
Check query execution with the authorizations of a specific user

Management of Analysis Authorizations

Execute as User with Restricted Authorizations
Authorizations |, User (IITETEN

Analysis Tools
= Execution as... |
] Erorlogs | Execution as User: JOHNPE

|E Generation Logs |

Possible Transactions:

.................................

@RSRT  [vwithlog
O Reporting Agent Monitor

(O SEM Transaction UPSPL

(O SEM Transaction BPS0

(O MDX Test

()RSDRI Debug Program

(& Start Transaction I

There is no password required. Therefore, access to this support tool
should be restricted using authorization object S RSEC.
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Dispiay Error Log
EV al u ate L (@) g Proto (040) | 'O Print Docurnent [ Save Document

™ Turn on logging of user activities
related to analysis authorizations

™ View detailed information about
authorization checks

& Which characteristics are relevant?

¢ Which selections are checked vs.
which authorizations?

& And much more ...
Management of Analysis Authorizations
I
Log Manageny

ent Analysis Authorizations

PETERA [Shner.  [14.07.2005 15:34:42

[ Delete |[@ Deletesn |

Ig Error Logs | >

Is Generation Logs I
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: 2. Legal Auditing

Activate the following VirtualProviders from the Business Content

(VAL = Values, HIE = Hierarchies, UA = User Assignment)

HZJ_EObjectName 1- Long Description |
ﬁ OTCA_HIE Change Document Analysis Autharization

ﬁ OTCA LA Chande Document Autharizations

ﬁ OTCA WAL Chande Dacument Analvsis Authorization

The system records all changes to authorizations and
user assignments
Using a query, you can easily answer questions like:

¢ How many users have access to a given InfoCube?

¢ Which users have access to company code 1000?

¢ When was authorization GIVEMEALL created, and by whom?
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2. Legal Auditing (cont.)

Recording of Changes

Query Example

|Save \.Fiew| |Buukmark| |\.Fﬁriat:-le Su:reen| | Exceptions and Cund'rticln5| |Cumment5.| | Export to Exc:el| | Export to CSV|

-7 Rows
Authorization (Tech)
Date

InfoObject

Last Changed By

B[ e e

HEHH

sl=lslsl=lslslsls]l =1 =lsl=ls]

= Columns

Key Figures

= Free Characteristics
+/- gign

BWV System
Change Type Auth.
Lower Value
Object Wersion
Selections Operator
Time

UTC Time Stamp
Upper value

i 1 i i i O 1
£ T e T B B B

Date Authorization (Tech) | InfoObject

02.07.2005 | RSR_00007060

RSR_00007071

Result
03.07 2005 0BLALL

BRSASVCA_NCI

BREASDVCA_NC1__0VCA_NC2

BR&ASOVCA_NCZ

BROASDVCA_NCZR

Rezult
BROVADTCAKYFNM

BROVAMIVCA_CI

Result

BRS/AMDAPO_LOCNO

BROVADCALYEAR

BRS/ASICOSTCENTER

BRSASDCOUNTRY

BRS/ASD_CUSTOMER

Linked into Administration Cockpit
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Last Changed By | Number of Authorization Records
BRS/JOHNPE
Result
BRS/JOHNPE
Result
BRS/JOHNPE
Rezuft
BRS/JOHNPE
Rezuft

Fud | Fd | &0 6 | | 0 P | R

==
o

BRS/JOHNPE
Result
BRS/JOHNPE
Result

BRS/ULKE
Result
BRS/ULKE
Rezult
BRS/ULKE
Reszult
BRS/ULKE
Reszult
BRS/ULKE
Result

alala|la|la|lala|la]lala|@ M= =]=






: Steps for Migration of Authorizations

Follow these four steps to migrate authorizations:
Migration Tool (program RSEC_MIGRATION):
Select Users
Select Authorizations
Pick Assignment Method

Set Migration Mode

Allocate enough time to do the migration during your system
upgrade and for performing thorough tests
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: Before You Start

The migration is a singular event (i.e., not to be scheduled later)

During migration to the new authorization concept, the existing
concept won’t be changed
Semi-automatic migration

¢ The more complex the existing authorization concept, the more manual
migration work might be necessary

¢ Customer-exit variables for OTCTAUTHH cannot be migrated; the respective
hierarchy nodes must be assigned manually

¢ Intensive tests are highly recommended
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Before You Start (cont.)

It is highly recommended to migrate to the new concept

The former authorization concept won’t be supported any longer

You can, however, switch back to the former concept —in some
exceptional cases (IMG setting)

Display IMG

2] [EH|| ]| | Existing Be Sets |[<i- BC Sets for Actiity |[ i Activated BC Sets for Activity ][I 1

[structure

= 2 SAP Customizing Implementation Guide
& (&b Activation Switch for SAP Enterprise Extension Set
= SAP MNetWeaver
A General Settings
[ SAP Mobile Infrastructure
= 2 SAP Business Information Warehouse
General Bl Settings
Performance Settings
Links to Other Systems
UD Connect Settings
Automated Processes
Transport Settings
Reporting-relevant Settings
General Reporting Settings

d === %= =
R P Ve VR P

B @ Presenting the numeric value in the Business Explorer
B @ setAlternative Currency Display

Change View "Analysis Authorization System": Details

Customizing ID Business Information Warehouse |
Analysis Authorization System
Authorization mode Current Procedure with Analysis Authorizations b

QObsolete Concept with RSR Authorization Objects
Current Procedure with Analysis Authorizations

By @ SetF4Help and Hierarchies for Time Characteristics/OLAP Settings

B @b Activate Personalization in BEx
I B BEx Web
[ Settings for Information Broadcasting
Bl-Integrated Flanning
Connectivity of TREX
Documents for Bl Objects
E Bl Enhancements
Technical Content
Settings for BI Content

oo
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: Start the Migration

Migration Step O

Run ABAP program RSEC_MIGRATION (transaction SA38 or SE38)

ABAP Editor: Initial Screen

aul| o ||@r| || ||| ||| P | Debugging

(b with variant

[ wariants

Prograrm RSEC_MIGRATION

O

Create

Subobjects

@ Source code
O Wariants

O Attributes

O Documentation
O Text elements

&y Dizplay &P Change
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: 1. User Selection

Choose users
¢ Migration can be done for singular user groups
Migration Authorizations: Set User

|p Mext Step (2nd) |

All Users | |EW infarrmation

Llzers for the Migration

User |ﬂ«|ias
EERNARDH

FETERX

LO&

om0 =)

B

¢ Prerequisite: A user group must be complete and self-contained!

If User 1is chosen and

User 1 User 2 ST :
Authorization Objects 1 and 2

Authorization Object 1  Authorization Object 3 :
should be migrated, you have to

Authorlzatlon Object 2 _ choose User 2 as well in order to
Note: There might be entangled dependencies of Lgye g complete

users with respect to the authorization objects. user group
You'll get a message with information on the
missing users in case the user group

is not compete. w
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: 2. Authorization Selection

Migration Step 2
Choose authorization objects to be migrated

Migration Authorizations: Authorization Objects

| Mext Step (3rd) |

Reporing Autharization Ohjs. for Migration 4{
Migrate |ﬂuuthnrizatiun Ohject |
] O YALITHGEN []

YRACT [~]
] TRADT

YRAH1 [
YRAM

YRAMND1

] ZOOHIER

ZOoo

] ZWB_ALUTH

ZTR_ALTHPF

ITR_COMP

] 5_RS_ICUBE

] S5 RS _0ODE0

] 5 _RS_ISET

] 5 _RS_MPRO
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. Assignment Method

Choose an assignment method
¢ Direct user assignment

® Migrated authorizations will be assigned to the users directly (not via roles)
® Migrated authorizations have prefix RSR_ and will be treated like generated
authorizations
¢ Create new profiles

® Generation of profiles based on authorization object S RS_AUTH that
contains the new, migrated authorizations

® Preserves the existing role concept and adds new profiles to the role
® Generated profiles have prefix RSR_
¢ Extend existing profiles

® Existing profiles will be extended by - - e : .-
authorization object S_RS_AUTH Migration Authorizations: Characteristics

containing the migrated authorizations (@ Next Step (4th) |
14 UndO migration Select Assignment Method

e All migrated authorizations and profiles @ Direct Assignment to Users
will be deleted; extended profiles contain | O Generate Mew Prafile
empty authorization object R_RS_AUTH | OEnhance Existing Profile

O Undo Migration
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:4. Migration Mode

Migration Step 4

Choose details of authorization migration “expert mode”

& Settings for referencing navigational attributes and characteristics are
only relevant for the compatibility mode setting in SAP BW 3.x

¢ Please have a look at the detailed documentation for more information

Details of Migration: Characteristics

(Ls Execute Directly

(L% Execute in Backaround

Which Characteristics Receive Copies of Authoriz.?

Explanations

Create Walue Autharizations for

ﬁ Mavigation Attributes (A B)
Referencing Mavigation Attributes (A .BR)

Create Hierarchy Authorizations for

&f} Mavigation Attributes (A B)
Referencing Mavigation Attributes (& BR)
Referencing Characteristic (BRH)
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After the Migration Run

At the end of the migration run, view the detailed protocol
Check for warnings and errors reported during the migration

Protokolie anzeigen

@ s
DatumiUhrzeitfUser Anzah  Externe ldentifik  Objekttext Unterobjekttext  Transakti  Programm  Mod
~ @ 20.05.2005 13:30:43 JOHNPE 44 Migration BIl-Analy Genetierung Bere Migration Bl-Ahaly SE38 CL_RS0_APIDialog-[+]

@ Kompatibilitat: Mavigationsattribute ein; Ref. Merkmale mit Hier. ein
@ Die Benutzer der ilbergebenen Liste werden migriert

- - @ Auslesen der Berechtigungsinhalte nach Ohjekten
Th e m I g ratl O n C an b e @ Auslesen der Berechtigungsinhalte nach Objekten
@ Auslesen der Berechtigungsinhalte nach Objekten

@ Alte Migrationsinformationen geldscht

1
1
1
1
1
. . . 1
u I te t r I C k |t h el S I f @ Konstruktion der Berechtigungen aus alten ProfileniBerechtigungen 1
. [ Berechtigung T-Q224003700 zu Berechtigungsobjekt ZMIG1 wird Oberty 4
Berechtiguny T-0224003300 zu Berechtigungsobjekt ZMIGT wird Ohery 3
h d 53 Berechtigung T-G224003600 zu Berechtigungsobjekt ZMIG2 wird Obertr 7
y O u aV e g O O Unerprifung der Benutzer (Existenz im Systern, ..) 1
Uberprifung der InfoOhjectsiFelder (Existenz itn System, .) 2
- Generierung der Berechtigungen
d O C u m e n tat I O n Of t h e Zuordnung der Berechtigungen zu Benutzern
ISti thorizati
p( ple, D
- 1) 20.05.2005 11:05:43 JOHNPE 6 Miaration Bl-Analv Genetieruno Bere Migtation Bl-Anak SEU INT _— CL RSO APIDialoo-
define user groups for ] | sl | Tl
EIRE TR 1| Bleta]aE | (@ @ 20 o4 |
Merkmalsdimension 0VCA_NCT
Merkmalsdimension 0WCA_RCA
Merkmalsdimension D¥CA_NCZ

Profil RSR_00006434, (Berechtigung RSR_000064 34) wurde erfolgreic
. .
Typ [Meldungstext
e I I I I g ra I O n Kompatibilitat: Navigationsattribute ein; Ref. Merkmale mit Hier. ein
Berechtigung T-Q224003900 zu Berechtigungsobjekt ZMIG1 wird Oberragen

@
@
@
@
@
@ 2z
@
@
@
@
@
@
@
@

[ERIEY| |

]

1
1
Profil RSR_00006435, (Berechtigung RSR_00006435) wurde erfolgreic 1
Profil RSR_D0006436, (Berechtigung RSR_00006436) wurde erfolgreic 1
Benutzer UMIGD1 hat das Profil RSR_000064 34 erhalten 1
Benutzer UMIGO1 hat das Profil RSR_00006435 erhalten 1
Benutzer UMIGOZ hat das Profil RSR_00006435 erhalten 1
1
[
Die Benutzer der (bergebenen Liste werden migriert
Auslesen der Berechtigungsinhalte nach Objekten
Auslesen der Berechtigungsinhalte nach Ohjekten
Auslesen der Berechtigungsinhalte nach Objekten
Alte Migrationsinfarmationen gelbscht

Benutzer UMIGOZ hat das Profil RSR_00006436 erhalten
@ 20.05.2005 13:30:12 JOHNPE Migration Bl-Analy Generierung Bere Migration Bl-Analy SE38 CL_RS0_APIDialog-
]
3
Konstruktion der Berechtigungen aus alten Profilen/Berechtigungen
Berechtigung T-G224003700 zu Berechtigungsobjekt ZMIG1 wird Obertragen

OoooDDoOoooooO

[EN] s m— 1|0
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: Where to Find Free Public Technical Information

SDN - The SAP Developer Hetwork

soft Internet Explor

(it’s free and public)

J File Edit ‘“iew Favortes Teok Help I";'
J @ Back - \_) e \ﬂ \El _:\| | /.T"Search \‘:.1\{' Favaritez @Media €‘<3| T - 7 . | ﬁ HLinks |

w SAP DEVELOPER NETWORK

Home | Forums | Weblogs | Downloads | Serwices | Events | Pilob

About | Contack Us | Submit Content | Profile Management | Log OFF

-

Go
ISDN Conkent - I

Advanced search ...

Developer Areas

5 SAP MetWeaver Platform
0 .MET Interoperability

SAP NetWeaver™ Security

Enabling Single Sign-On from
SAP JZEE Engine/EP to Non-
SAP Java Applications

14 Sep 2004

Single Sign-0n {5501 is the standard secure authentication
mechanism for Web-based applications in an SAP MetWeaver™
landscape, This article focuses on how ko extend S50 to a
Java-based web application NOT running on the SAP JZEE
Engine. Follow this step-by-step example ko create a serviet
that receives an SAF logon cookie, validates it, and extracts
the name of the user, The Attachments section contains the
source code and & WaR file ready For deplovment.

O Security
[ erprise Partal
74 knowledge Management
O Business Infarmation Warehouse

O Exchange Infrastructure

SAP Security Newsletter - August Edition
07 Sep 2004

This month's issue features an interview with SAF Chisf
Security Officer Dr. Sachar Paulus {PDF 37 KB).

P web application Server
O Mobile Infrastructure

O Master Data Management
O SAP xApps

O Busi L8]
Heiness Lne Book Review: Security Engineering - A Guide

to Building Dependable Distributed Systems
07 Sep 2004

Security knowledge is becoming increasingly important, even
For those who don't have much time to devote to the subject.
Tao help wou on your wayw, SAP's security produck management
will provide a seties of resource reviews so you can invest time
wisely,

[ Technologies

Popular Documents
Updated 07 Sep 2004

Adding Security to Your J2EE Applications (PDF 553 KB)
Security Patterns - Jusk another 'W.ay to Share Best Prachices

Migration ko the SAP MNetWeaver Architecture from a Securit

The Difference Between Logging and Tracing
20 Sep 2004

Logging, tracing.. same thing, right? May! Behold the
differences! This series of articles - about application
instrurnentation, ronitoring, and managerent - airms to clarify
those differences and identify patterns to make the
distinctions clear, This article examines some of the most
common scenarios and problems developers experience when
they program a new application,

"Kosher” Hacking and How to Stop It
07 Sep 2004

Firewalls are not enough. 75% of all hacks today are executed
in the application laver as opposed to the firewall-protected
machine layer, The resulting financial losses are in the double-
digit millions. Find out about bwo of the most popular hacking
technicques--30L Staterment Injection and Cross-Site
Scripting--and an application firewall as a means of prevention,

Single Sign-On in a Complex System
Landscape
07 Sep 2004

Setting up Single Sign-0n {3500 between bwo components is
relatively skraightforward, but how da wou go about setting up
550 in a large system landscape with many bypes of systems?
This article provides an overview of the documentation from
warious areas and provides guidelines on how ko set up 550
across several systems, It takes alook at a typical scenario,
qguiding you through the process of setting up 550 with SAP
logon tickets, {PDF 266 KB)

Featured Weblog

. Quick Guide for Setting Up SS0
between EP and R/3

= For a complete security overview see our
Security Solution Map
= Secure Store and Forward Developers' Guide

= service,sap.comfsecurity

=  service.sap.comfsecuritypartners
= service.sap.comfsecurityguide
= SAP MebWeaver Developers' Guide

= Security el earning

alr

= Security Documentation

€

’_ ’_ E_ |Q-J Local intranet

aE
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: Where to Find Application and Educational Information

3 SAP Service Marketplace - Microsoft Internet Explorer provided by SAP IT

J Fil= Edit V\iew Fawortes Tool:  Help

J@Backv;Jv

.. ! Search

k:‘;\:' Favorites ﬁhMedia {_‘?‘ e ".'-’; _'_“ . Iﬁ

iﬂ

J Addresz I

Lty

-
b
_ll‘/

[ = et |J Lirks 2] Google &) S4F &) MarkiPlatz &) S4P-DevMet &) LED 2] DB-Plan &] Telsfonbuch 2

I Welcome, Kristian Lehment  my Profile

(A sap service Channel - my Inbo

‘ Other Portals , | Quick Links | Help w

advanced Search

search | || ol

Im myPage  Solution Details  Consulbting  Education Support Media Library  Communities

I You are here:

¥ SAP MetWeaver
= Mews Archive
¥ SAP Mebweaver in Detail

-

People Integration
Information Integration
Process Integration
Application PlatForm

4 v v v

Security

b hlews

= SAP Securiby MNokes

» Security in Dekail

» Auditing and Revision

» Data Pratection and Privacy
« FAQs

= Security Partners

= Education & Workshops

v Media Library

¥ Solution Life-Cyecle Management

» SAP MebwWeaver '04 - Release-Specific
Information

¥ Development Mews

= Business Technology Solution Map
» Education & Workshops

» Media Library

I Quick Link Information

Access this topic directly at
http: fservice, sap, comfnetweaver

-

— rj Security Feedback | Add ko Favorites

Secure Business with SAP 7

i

Diata security at transaction level is a prerequisite to competing in the Internet econony, SAP offers best-in-class, comprehensive security solutions that
protect data and ensure the confidentiality of business transactions, As a global solution provider and trusted advisor, SAP provides security technologies to
prokect the data processed by the mySAP Business Suite, The security infrastruckure of SAP MetwWeaver delivers comprehensive security Features For
heterogensaus environments. Combined with specialized partrer solutions, its state-of-the-art technolagy makes mySAP Business Suike the secure place ko
da business. For information on specific security-related topics, see Security in Detail

MNews

=« Tutorial: How to create your own Java Custom Login Module {August 2004

IF vou need ko secure an application wou develop, vou can do this using your own login module. This login module allows you bo perform authentication in a
different way to those provided with the J2EE Engine. By the end of this tutorial, you will be able bo:

» Lise the SAP MetWeaver Developer Studio to develop your avn login madule,

+ Deploy the login module to the JZEE Engine.

« Configure the login module on the JZEE Engine.

& The SAP Security Newsletter For September 2004 is now available

* MNetWeaver Security Guide Now Available (April 2004)

Haot off the press, vou can find the new SAP NetWaaver Security Guide in the SAP Help Partal ,

ar in the S&P Service Marketplace,

The guide provides an introduction to security with the SAP MetWeaver platform as well as individual

security quides For each of the SAP MetWeaver components.,

& New SAP Security Certification for Consultants (March 15, 2004

SAP now offers a specialist security certification For consultants, Available to anyvone with a background in technical consulting, security certification provides
proof ko customers of & consulbant's knowledge in this area, as well as his or her ability to apply this knowledge practically in projects.,

au can find more infarmation soon at AP Consultant Certification, Use the booking code C_TADMSEC_04 to reqister Far certification.

You can also find previous issues of the SAP Security Newsletter in the security newsletter archive.

Spotlight

m The SAP Security Solution Map takes an outside-in approach, showing all the security aspects that companies require from their software, Under
the individual topics, you can see whether SAP provides specific functionality or relies on partner products, Y¥ou can take a look at the interactive map
here, or download the print warsion,

m Interactive SAP Security Solution Map
m Prink version SAP Security Solution Map (PDF, 2649 KB)
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http://sdn.sap.com*
http://service.sap.com/security*
http://service.sap.com/securityguide®
http://service.sap.com/education™*
http://help.sap.com/nw2004s

mailto:security@sap.com

* Requires login credentials to the SAP Service Marketplace
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www.sdn.sap.com
The central hub for the SAP technology
community

Everyone can connect, contribute and
collaborate- consultants, administrators and
developers

Focus around SAP NetWeaver and SAP xApps

High quality of technical resources

Articles, how-to guides, weblogs,
collaborative areas, discussion forums and
downloads, toolkits and code-samples

A collaboration platform, not a one-way
street

SAP experts from customers, partners and
SAP

SDN is powered by SAP NetWeaver™
Built on the SAP Enterprise Portal

Featuring collaboration capabilities of SAP
Knowledge Management
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For more information: Access the SAP Developer Network -

W SAP DEVELOPER NETWORK

i . =1ivia N
¥ TR =
[ Laurie Noia

Home | Foruts | Weblogs | owlads | Serces | Events | Plat | DKON D4 | MyRaas

Inside SON
EREE

fidanced Gearch

Save Time and Effort
Developer Areas Analyzing Memory
+ SAP MetWeaver Platform o Problems in ABAP
= Enterprise Portal i _g—Pru tams wih ABAP
, Memary Inspector
= Knowledge Management
R 10 Feb 2005
= Business Information Warehiouse
i Diagnasing a memary problen n an ABAP application
= Exchenge Ifrasrucure Uused bo requie analyss of expert-level system are
+ Yieb dpplcation Server displays in the ABAP debunger, Now there s a better

way: The ABAP Memary Inspector, This artick
intraduces the basics of memary management in the
= Master Data Management ABAP runtime enviranment; addresses conmon
mistakes that can increase memary cansumption; and
demanstrates how the ABAP Memary Inspectar can
= Business One help you ey memory eaks in your programs by
gt ol viewing dvnamically created objscts,
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= Mobile Infrastructure

= SAP xhpps




: 7 Key Points to Take Home

Bl authorizations for analysis are based on an appropriate
concept for business-oriented security requirements

Using the new concept for analysis authorizations
IS recommended

The new features contain major improvements for
administrators, leading to lower TCO

Authorizations can be generated automatically based on
various DataStores

The infrastructure for maintenance and monitoring of analysis
authorizations is highly integrated

.—"_

Take a good look at the new reporting capabilities to support
usage and auditing of authorizations N\

A migration support tool is available
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Q&A

marc.bernard@sap.com
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP AG. The information contained
herein may be changed without prior notice.

Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.
Microsoft, Windows, Outlook, and PowerPoint are registered trademarks of Microsoft Corporation.
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UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame, and MultiWin are trademarks or registered trademarks of Citrix Systems, Inc.
HTML, XML, XHTML and W3C are trademarks or registered trademarks of W3C®, World Wide Web Consortium, Massachusetts Institute of Technology.
Java is a registered trademark of Sun Microsystems, Inc.

JavaScript is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and implemented by Netscape.

MaxDB is a trademark of MySQL AB, Sweden.

SAP, R/3, mySAP, mySAP.com, XApps, XApp, SAP NetWeaver, and other SAP products and services mentioned herein as well as their respective logos are
trademarks or registered trademarks of SAP AG in Germany and in several other countries all over the world. All other product and service names mentioned are
the trademarks of their respective companies. Data contained in this document serves informational purposes only. National product specifications may vary.

The information in this document is proprietary to SAP. No part of this document may be reproduced, copied, or transmitted in any form or for any purpose without
the express prior written permission of SAP AG.

This document is a preliminary version and not subject to your license agreement or any other agreement with SAP. This document contains only intended
strategies, developments, and functionalities of the SAP® product and is not intended to be binding upon SAP to any particular course of business, product strategy,
and/or development. Please note that this document is subject to change and may be changed by SAP at any time without notice.

SAP assumes no responsibility for errors or omissions in this document. SAP does not warrant the accuracy or completeness of the information, text, graphics, links,
or other items contained within this material. This document is provided without a warranty of any kind, either express or implied, including but not limited to the
implied warranties of merchantability, fitness for a particular purpose, or non-infringement.

SAP shall have no liability for damages of any kind including without limitation direct, special, indirect, or consequential damages that may result from the use of
these materials. This limitation shall not apply in cases of intent or gross negligence.

The statutory liability for personal injury and defective products is not affected. SAP has no control over the information that you may access through the use of hot
links contained in these materials and does not endorse your use of third-party Web pages nor provide any warranty whatsoever relating to third-party Web pages.
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